Firewalls & Intrusion
Detection




Security Intrusion

A security event, or a combination of
multiple security events, that constitutes a
security incident in which an intruder gains,
or attempts to gain, access to a system (or
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Most recent (?) Storm

“Doh! April Fools” followed by numeric
URL, starting in late March

-

Leads to link asking you to




Firewalls

® Firewall is a perimeter defense: electronic
fence at the outskirts of an organization’s
network




Firewalls (cont)

® Network services (e.g., file sharing, remote
login, web serving) lives at fixed address of
IP + port nhumber that clients use to

connect
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Perimeter defense

® Protect against misconfigured or under-
protected systems
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Software vs. Hardware
firewalls

® Money vs. bandwidth tradeoff

® All of us in this room can use software

firewall on our home network (unless
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Organization vs. host

® Organization will almost certainly have (at
least one) hardware-based firewall.

Dedicated computer with special-purpose




Packet filtering

® Firewalls inspect packets (normally both
incoming and outgoing) to determine
whether to let them pass
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Stateful inspection

e Stateful packet inspection keeps track of
active connections to determine whether
packets should be filtered

® Necessary to have protocol where surfer
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Firewall topology

® Firewall must be located at some point
where packets pass. This is for organization
in addition to individual machines (personal
firewall). Common choices:

° Slngle gateway (bastlon host)
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Firewall uses set of
rules

® Ordered set of rules; first match is applied.

® Form is something like: Allow or Deny

protocol (TCP, UDP ICMP IP) from
source address €O source address
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SIS NS Sharing

<4 » || ShowAll |

Computer Name: Robert Sloan’s PowerBook G4 12"

Other computers on your local subnet can access e —
your computer at robert-sloans-powerbook- \ Edit... )
g4-12.local

Services | Firewall | Internet

Firewall On

", Click Stop to allow incoming network communication to all services and

StOp ' ports.

Allow: On Description New...
v Personal File Sharing ‘

Windows Sharing . Hdit...

Personal Web Sharing

Remote Login - SSH

FTP Access

Apple Remote Desktop

Remote Apple Events
v Printer Sharing v ' Advanced... '

Delete

To use FTP to retrieve files while the firewall is on, enable passive FTP mode using the Proxies
tab in Network Preferences.

J 'ﬁ Click the lock to prevent further changes.




My firewall rules

sloan$ sudo ipfw list

02000 allow ip from any to any via lo*

02010 deny ip from 127.0.0.0/8 to any in
02020 deny ip from any to 127.0.0.0/8 in
02030 deny ip from 224.0.0.0/3 to any in

02040 deny tcp from any to 224.0.0.0/3 in
02050 allow tcp from any to any out
e }7._*,,_,,:__::‘_02060 aIIow tcp from any to any establlshed“_‘_
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What the rules mean

|. Allow computer to talk to itself (loopback)

2. Deny well-known spoofing

hnections
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Why do | need a
Firewall?

Jun 25 10:28:11 robert-sloans-powerbook-g4-12 ipfw: 12190 Deny TCP 121.11.91.3:52361 131.193.40.122:25 in via

en0

Jun 25 10:28:14 robert-sloans-powerbook-g4- 12 ipfw:
Jun 25 10:28:17 robert-sloans-powerbook-g4- 12 ipfw:
Jun 25 10:28:21 robert-sloans-powerbook-g4-12 ipfw:
Jun 25 10:28:24 robert-sloans-powerbook-g4- 12 ipfw:
Jun 25 10:28:27 robert-sloans-powerbook-g4-12 ipfw:
Jun 25 10:28:33 robert-sloans-powerbook-g4-12 ipfw:
Jun 25 10:28:45 robert-sloans-powerbook-g4-12 ipfw:
Jun 25 10:29:10 robert-sloans-powerbook-g4- 12 ipfw:
_____Jun 25 10:29:11 robert-sloans powerbook—g4 I2 |pfw:
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12190 Deny TCP 121.11.91.3:52361
12190 Deny TCP 121.11.91.3:52361
12190 Deny TCP 121.11.91.3:52361
12190 Deny TCP 121.11.91.3:52361
12190 Deny TCP 121.11.91.3:52361
12190 Deny TCP 121.11.91.3:52361
12190 Deny TCP 121.11.91.3:52361
12190 Deny TCP 121.11.91.3:52361

131.
131.
131.
131.
131.
131.
131.

131.

193.40.122:25 in via en0
193.40.122:25 in via en0
193.40.122:25 in via en0
193.40.122:25 in via en0
193.40.122:25 in via en0
193.40.122:25 in via en0
193.40.122:25 in via en0
193.40.122:25 in via en0

12190 DenyTCP 200 123. I73 854I55 I3| I93 40 I2225 |n V|a
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Analysis of my logs

® 4 day snippet ending Friday June 29 at 13:26

® [,323 TCP connections requested
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Firewalls and
encryption

® Firewalls work best when they can see all
the traffic in the network




Tradeoffs

® Diligent review of logs in real world much
more likely with small logs

® Massive overlogging can cause system




Firewall limitations

® Do not protect against attacks using
allowed services

e

® Only as good as the configuration




Logging and auditing
logs

® Logging is recording system events and
keeping the record for some length of
time. Issues:
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Analysis

® First need to determine baseline activity
levels (CPU activity, IP traffic, RAM or disk
memory consumption, etc.) including
typical variance
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Securing logs
themselves

® | ogging is of course among first activities
that malware with Superuser access stops
—and next it erases the logs




Key audit log weakness

® Requires a knowledgeable human in the




Intrusion Detection

Intrusion Detection: A security service
that monitors and analyzes system events for
the purpose of finding, and providing real-

- time or near real -time warnlng of, attempts |
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Why IDS

. If intrusion detected fast enough, intruder
can be ejected before (much) harm




Modern trend:
Intrusion Detection

® The next step beyond audit logs and
firewalls are Intrusion Detection Systems (ID$)

® | ook (automated) for anomalous patterns

i @ May or may not be attacks
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IDS

® [wo broad ways to go:
® | ook for signatures of attacks
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